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REVISION / APPROVAL CHANGE LOG & SIGNATURE SHEET

Policy Effective | Revision. | Last Current | Sec.
Policy Name Number | Action | Date Date Approved ’S'ZE’e' Initials
Divisional Policy Procedure DAPQO1 | Addition | 10/01/19 10/21/21 | 10/19/22 W
Absenteeism DAP0O2 | Addition | 10/01/19 10/21/21 | 10/19/22 | (448 |
Professional Attire DAP04 | Addition | 10/01/19 10/21/21 | 10/19/22 | 4,
Program Administrative Leave Request DAPO6 | Addition | 10/01/19 10/21/21 | 10/19/22 | ¢
Tobacco Free Campus Policy DAPO7 | Addition | 10/01/19 10/21/21 | 10/19/22 | |
Divisional Exit Process DAPO8 | Addition | 10/01/19 10/21/21 | 10/19/22 || A/
Human Subject Research Protect DAPQ9 | Addition | 10/01/19 10/21/21 [ 10/19/22 | 4L
Admin. Leave for Physical & Health Educatio DAP10 | Addition | 10/01/19 10/21/21 | 10/19/22 %
Supply Inventory Policy DAP11 | Addition | 10/01/20 10/21/21 | 10/19/22
Health Information Confidentiality and Securitf DAP12 | Addition | 10/12/20 10/21/21 | 10/19/22 | Uéd
Adverse Weather Emergency Response DEPO1 | Addition | 10/01/19 10/21/21 | 10/19/22 %
Emergency Shelters Nursing Staff DEPO2 | Addition | 10/01/19 10/21/21 | 10/19/22
Continuity of Operations Plan DEPO3 | Addition | 10/01/19 10/21/21 | 10/19/22 | UL
Essential Supplies ar@rocery Assistance DEPO4 | Addition | 10/19/20 10/21/21 | 10/19/22 |\4 6
NIMS | ICS Training DTPO1 | Addition | 10/01/19 10/21/21 | 10/19/22 | 4
CPR DTP02 | Addition | 10/01/19 10/21/21 | 10/19/22 \'lf*
First Aid Training DTP03 | Addition | 10/01/19 10/21/21 | 10/19/22 | VS
Respiratory Protection Training & Fitesting DTP04 | Addition | 10/01/19 10/21/21 | 10/19/22 | UMD
Bloodborne Pathogen Training DTPO5 | Addition | 10/01/19 10/21/21 | 10/19/22 | U
HIPAA/Privacy & Security /Confidentiality DTP0O6 | Addition | 10/01/19 10/01/20| 10/21/21 | 10/19/22 D
Compliance Plan Training DTPO7 | Addition | 10/01/19 10/01/20| 10/21/21 | 10/19/22 | U
Divisional Flu & TB Policy DSP01 | Addition | 10/01/19 10/21/21 | 10/19/22
Records Retention DRCO02 | Addition | 10/01/19 10/21/21 | 10/19/22 | UMD |
Social Media Account Approvals Process DAP14 | Addition | 10/01/19 10/21/21 | 10/19/22 \4;6_
Social Media Account Program Use DAP15 | Addition | 10/01/19 10/21/21 | 10/19/22 | W
Social Media Account Personal Use DAP16 | Addition | 10/01/19 10/21/21 | 10/19/22 \C‘%
Quality Improvement DQIO03 Addition | 10/01/19 10/21/21 | 10/19/22
Performance Management PM System DQIO1 Addition | 10/01/19 10/21/21 | 10/19/22 M
PHHS Building Keylssuance & Maintenance | DAP13 | Addition | 12/14/20 10/21/21 | 10/19/22 | AN
Conflict of Interest DRCO03 | Addition | 01/25/21 01/25/21 | 10/19/22 | A&
Ethical Issue Reporting and Review Process | DRC04 | Addition | 01/25/21 01/25/21 | 10/19/22 [
Approval of Divisional Planand Procedures | DAP17 | Addition | 11/16/20 10/21/21 | 10/19/22 -
Public Health Surveillance DEPIO1 | Addition | 04/15/21 08/08/22 | 04/15/21 | 10/19/22
PHHS Data Sharing Policy DAP18 | Addition | 02/24/21 02/23/21 | 10/19/22
24/7 Contact and Services Policy DEP0O5 | Addition | 06/11/21 06/11/21 | 10/19/22 | b
Safety Complaint Investigation Process DENVO1 | Addition | 06/11/21 06/11/21 | 10/19/22 | |4,
QIPM Plan PLAN Addition | 05/10/21 05/10/21 | 10/19/22
Tactical Communications Plan PLAN Addition | 06/16/21 06/16/21 | 10/19/22
Team/Employee Recognition Policy DAP19 | Addition | 07/06/21 07/16/21 | 10/19/22
Dealing with difficult customers/clients DAP20 | Addition | 07/09/21 07/09/21 | 10/19/22

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Policy Effective | Revision.| Last Current Sec.
Policy Name Number | Action | Date Date Approved gg‘t’e- Initials

Addressing Health Equity in Public Health Progran] DAP21 | Addition | 07/28/21 | 08/29/22 | 07/28/21 | 10/19/22 | \WAL

Organizational Branding and Communication Plan| PLAN Addition | 04/30/21 4/30/20 | 04/30/21 | 10/19/22 | WH,

WorkforceDevelopment Plan PLAN Addition [ 04/01/21 04/01/21 | 10/19/22 W%
PHHS Organization Chart CHART | Addition | 08/03/21 08/03/21 | 08/03/21 | 10/19/22 )
Professional Licensure for Clinical Staff DAP22 | Addition | 08/05/21 08/05/21 | 10/19/22

PHHS COVID19 VaccineEmployee Exemption DRCO0O5 | Addition | 11/30/21 11/17/21 | 10/19/22 | |
Cherokee Choices Strategic Planning DAP23 | Addition | 07/21/22 08/23/22 | 07/21/22 | 10/19/22

New Student Orientation Proces DAP24 Addition | 10/24/22 10/21/22

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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ADMINISTRATIVE POLICIES & PROCEDURES
POLICY #: DAPOL1 Divisional Policy Procedure

SUBJECT:  Policy Approval Processes for acceptamegiew or denial of RblicHealth & Human
Services (PHH®plicies.

PURPOSE: Standard operating procedure for approval of programmatic and divisPH&S
policies.

DEFINITIONS:The Division; EBCI Public Health & Human Services

The Department: Regulatory @ mpliance Department

POLICY STATEMENNe EBAPHHDIvision will follow the systematic procedures identified below to
gain approval of both programmatic and divisional level policies and procedures. This initiative will seek
to establish oversight, sdify processes, and streamline policy approvals necessary to ensure reliable
system processes and quality services are provided by the Division.

PROCEDURE/ GUIDELINES:

1. PHHS programs seeking approval of policies shall submit them to the Regulatory golgQman
Department (RCD) Compliance Officer.

a. If the policies being submitted are program specific policies, they will be required to have
GKS al yr3aSNna aAirdayl §dz2NB dzJ2y o6SAy3I NBOSAGDSF

The policy will be tracked and processed by the department until returned to the submitting
program. A Compliand@fficer will perform a necessary evaluation of the document/s.

b. RCD will perform oversight functions to evaluate the policy as to proper form, potential
duplication of policies, and content of the document to ensure its conformity to relevant
Federal, Stat, Tribal, and accrediting regulations.

c. Revision suggestions will be returned to the original author of the pplicy to being
sent for final review and approval.

d. All policies published within the divisional policy manual will be submitted to the PHHS
Secretary annually in October for final review and approval.

2. Once received by a compliance officer from the RCD Department will complete their oversight
functions within 10 working days. After RCD has determined that the policy satisfactorily meets
evaluaion criteria, a compliance officer will ensure it is delivered to the appropriate reviewer.

a. Ifaprogram policy, the Divisional Director responsible for the respective program for final
signature.

b. If a Divisional policy, the Secretary is responsibletferfinal signature.

3. Once the final signature has been obtained, policies will be sent back to Regulatory and
Compliance to be directed by a compliance officer for distribution to the submitting program.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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The RCD will provide oversight to ensure the diivial Policy Procedure is being conducted as
required by this policy. Compliance Officers may report substantiatlcoopliance with the
requirements of this policy to the Secretary of Public Health and Human Services and or the
Regulatory and Complian€é@ommittee.Review of all policies (both program and divisional) will be
conductedon an annual basi&ll approved policies shall be reviewed as follows:

a) Program policies annual review shall be conducted by program managers.
b) Divisional policies annuatview shall be conducted by PHHS Secretary during the month of
October.
4. Annual program policy review should include a gaps and barrier assessment form. The program
YIe OK224S (2 ONBIGS GKSANI 26y 2NJ O2y il OG w/ 5
Review form.

5. Completed reviews and gaps and barrier documentatiarfioming review completion should be
forwarded to RCD for compliance.

AUTHORITY:
ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPO2Absenteeism

SUBJECT:  Absenteeism

PURPOSE: To define specific policies/procedures for PHHS as related to absenteeism.
DEFINITIONS:

Absence Failure to report for a scheduled day of work with less thain@dr notice to your supervisor
excluding bereavement or on a covered leave such as miljtagyduty or FMLA.

No Call/No ShowFailure to call and report your absence to your supervisor or person designated as
being responsible for the department where you work within 2 haitser your scheduld shift has

started. Each day that an employeeadonot report for work and does not call is s a separate occurrence
even if they are consecutive days.

OccurrenceEach asence that may result in one or more days of work missed in a row. All occurrences
GKFG NBadzZ G Ay o 2NJY2NB RIFeéa 2F YAaaSR 62N] o6Aff
Any occurrence that results in 7 days missed will require a teépdiuman Resources for possible FMLA
coverage.

Excessive or patterned absencdsxamples are always having 2 day of absences with each occurrence,
calling out on the Friday before or the Monday after a weekend

Other Attendance Related Violatiori:eavimg the campus for meal break without supervisor
notification.

POLICY STATEMENBhall be the policy of PHHS to supplement the BBfSbnnelpolicy on
absenteeism. It is necessary for all staff to be present to work on time and ready to carry owlutiesr
at the beginning of their shift.

Last 12 months/Rolling Calenddtooking back in time twelve months from the occurrence being
referred to.

Shift: Specific time you are assigned to be at work, generally 7:45 to 4:30 p.m.
PROCEDUREMUIDELINES:

AUTHORITY:

ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPO4Professional Attire
SUBJECT: Professional Attire

PURPOSE: Define acceptable clothing for professionals who come in direct contact with patients
and customers

DEFINITIONSI/A

POLICY STATEMER®@sonal appearance, dress, grooming, and personal cleanliness standards
contribute to the professional image presented to customers, visitors, and colleagues. While conducting
tribal business, employees are expected to present a clean, neat, and profedsisitedsdike
appearanceemployeesshould dress according to the requirements of their positions as determined by
the appropriate supervisoPROCEDURE/ GUIDELINES:

1. Employees involved in direct patient/client care are required to dregsdfessional attire and
present a professional appearance, regardless of the circumstances. *

2. Social activities areot exceptionsif you are providing direct patient care during that day. You
may, however, change clothes after patients are no long irfab#ity if social or physical
activities are planned.

3. Some employees are required to wear uniformgilfal IrRHome CargeClinics)

4. Administration understands that inclement weather will allow variations in dress code policy.

*NOTE: Administration does nobnsider the following to be professional, business like attire: jeans,
pants that fall below the waistline with any portion of the midriff showing, shorts, sweat pants,
overalls, short skirts, cropped pants higher than 1zadf, flip flopsandshirts wih the sleeves cut

off.

CNRARIF&a | NB O2 y&doRdptsliBaRfalldbaol ithy waithide Rith &@ng portion of the
midriff showing, shorts, sweat pants, overalls, short skirts, cropped pants higher tharathiflip
flops,andshirts with sleves cut off.

AUTHORITY:

ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPO6Program Administrative Leave Request

SUBJECT:  Administration Leave Request for EBCI Employees

PURPOSE: Defines the process for requesting administrative leave for tribal employees for PHHS
activities

DEFINITIONSVA

POLICY STATEMENTI requests for Administrative Leave for Tribal Employees must be approved by
the Public Health and Human Services Administration. Program managers must request Administrative
Leave for Public Health and Hum&ervices or other tribal employees at least four weeks in advance of

any planned activity. Administrative Leave must be requested and approved by the manager of the
program.

PROCEDURE/ GUIDELINES:

Procedure:
1. The manager of the program (or their desigheequesting Administrative Leave must complete
a Request for Administrative Ledeoe Employees form (typed)
2. The form is turned into the PHHS Executive Secretary four weeks before the planned activity.
3. All requests will be processed during tveeklyPHHSdministration meeting.
4. All approved requests will then be passed on to Exec for final approval.

AUTHORITY:

ATTACHMENTREQUEST FOR ADMINISTRATIVE LEAVE FOR TRIBAL EMPROIYEES

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPQO7Tobacco Free Campus
SUBJECT: Tobacco Fre€ampus Policy

PURPOSE: The purpose of this policy is to establish a #tiobacco use policy that is communicated
and enforced throughout the organization's buildings and campuses. This policy is intended to prohibit
the use of tobacco products and redudsks to patients, including possible adverse effects on

treatment; reduce risks of passive smoking for others; and reduce the risk of fire. The purpose of this
policy is also to outline the process to accommodate individuals who require tobacco dependence
support

DEFINITIONS:

T a¢ 20!l O02 ¢asadpiepariton ¢f h&rircotingich leaves of an American plant, which are
cured by a process of drying and fermentation for smoking or chewing.

T a¢20l O02 dzaS¢ A& RSTAY Sipoing & ang off@rfuseRfSobacc62 { Ay 3z O
products.

T a{Y21Ay3é A& RSTAYSR & AyKIfAy3ar SEKIfAy3IsZ od
cigarette, or other lighted tobacco product in any manner or form.

T a{LAG (G20 002¢ Aa RSTaighewed, dippedyspit, oiteldih®eO2 LINE Rd.
mouth in any manner or form.

T a¢20l 002 LINRPRdzOG¢ A& RfyarettgsScRarsiBuntd, pidsfpiesS OA I+ NB
chewing tobacco, snuff, and any other items containing tobacco.

f . ARA&E | NaBdralled tigafeties, aft&niflgfvored, imported to the United States. They

have very high concentrations of nicotine, tar, and carbon monoxide.

G.fdzydaég NS OAIFNE (GKFG KFE@S. 0SSy K2ft26SR Iy

GOA I NBG G S A cecigde@croniT yicdting/delively systems, vaporizer cigarettes,

and vape pensre batteryoperated device that emits doses of vaporized nicotine, or-non

nicotine solutions, for the user to inhale. It aims to provide a similar sensation to inhaling

tobacco smok.

f a9YLX 28SS¢ Aa RSTAYSR Ikie, terffprarily grRUkti@e, &/ dzk £ SYLIX 2 @
contracted with Eastern Band of Cherokee IndiBREHDivision

f /1 YLdzaé Aa RSTAYSR & LINRPLISNI& 26ySR 2N fSFas
(PHHS) fouse as specified above, iacludebuildings and grounds, parking lots, walkways,
ramps, and all EBCI PHHS vehicles.

= =4

POLICY STATEMERG®Gr fire safety and health reasons staff, patients, and visitors are prohibited from
using tobacco products on tHeHHSampuses

PROCEDURE/ GUIDELINES:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Services (PHHS) campuses, patient and employee parking areas (where applicable), and PHHS
facilities.

1 "No Tobacco" and/or Tobacdoee Campus/Facility signs shall be posted in conspicuous areas
inside PHHS facilities.

1 All staff are responsible for reporting violations of this policy and the responsibility for
enforcement shall remain with management

1 Copies of this policy will be distritad to ALL employees and employment applicants when
interviewed

Public Health & Human Services Employees:

1 Are prohibited from using tobacco products on PHHS Campuses. This includes, on or near the
fringes of the boundaries of campuses, in Tribal or Gawent vehicles, or within private
vehicles parked on PHHS campuses.
91 Will be provided the opportunity to participate in services offered through the Employee
Assistance Program
Will be provided education and/or access to resources available for smokingdicassa

= =4

follow the Corrective Action Procedures in the EBCI Personnel Policies and Procedures manual.
Violation of this policy would be considered a Schedule licaritl Offense with consequences

of written reprimand to termination. Violations would be subject to progressive disciplinary
actions.

Patients and/or Visitors:

9 Visitors and/or patients are prohibited from tobacco use on PHHS campuses.
1 If the patient uses tobaccoroducts,they will be provided information on nicotine replacement
therapy and tobacco use cessation programs. Tobacco use, education, request for nicotine

lye @GA2flLGA2y 2F (GKAa LRtAOe gAff 0SS NBLERZ2NISR

S

replacement therapy, tobacco use cessation questions will be docurRentd y G KS LI G A Sy i

record

AUTHORITY:
ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPO8 PHHS Divisional Exit Process
SUBJECT: PHHS Divisional Exit Process

(Vo))

PURPOSE: 2 2dzif AyS I LINRPOSaa Rddz2NAYy3a |y SYLX 28S5SQa
ensure, collection ftribal propertyor access to tribal property/work product, identification of

compliance concerns through a compliance questionnaire, feedback on quality indicators through
managerial assessments, aadherence to EBCI Tribal policy

DEFINITIONS:

PHHS Exit Interviewn interview with an employee during termination (either involuntary or
voluntary), to discuss the employee's reasons for leaving, their experience of working for the
organization.

POLICY STATEMENT:

Upontermination$ A G KSNJ Ay @2f dzy G NBE 2NJ @2t dzy i NeO 2F t1 1 {
managers, directors or authorized designee shall be responsible for overseeing the collection of tribal

property or denial of accesses to property/work product and ensuringtératinating employees are

provided the opportunity for managerial and compliance feedback.

PROCEDURE/ GUIDELINES:

Prior to the termination of an employee, the manager shall ensure that a PHHS Employee Exit Packet is
utilized. The packet will contaihé following forms:

- Access and Property Control: A property control checklist, to be completed in conjunction with
exiting employee and supervisor or manager.

- Employee Section: A Managerial Assessment, to be completed by the exiting employee and
returnedin a sealed packet.

- Compliance Section: A Compliance Assessment, which shall be offered in an interview format
with an RCD Compliance Officer. If, because of time constraints or interview refusal, an in
person interview is not possible, then the Compliance Assessment isconygleted and
returned in like manner and simultaneously with the Managerial Assessment.

Supervisors, managers, or directors shall notify RCD immediately of any foreseen terminations so that a
timely Compliance Assessment interview can take place.

Upon completion of the Exit Packet, and ho more than 72 hours after an exiting employee is terminated,
the packet shall be delivered to the PHHS Human Resource Coordinator. The Coordinator will provide

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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RCD an opportunity to review the Compliance Assessihant done so prior to receiving the packet.

¢KS LI O1S0 akhkftft 08 1SLIW Ay GKS SEAGAYy3 SYLX 28S8SQ

S
CHAfdzNB (2 O2yRdz0iG 'y 9YLX 2&8S8S 9EAG LYyGSNBASSE YI &
supervisor, manger or director.
AUTHORITYPHHS Administration, Directors, Managers and RCD.

OVERSIGHT:w/ 5 Yl & O2yRdzO40 NI} YyR2Y FTAfS ldzRAGA 2F SYLX 2
or resigned.

ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.

EBCI PHHS Divisional Policy Manual Page |15



Eastern Band of Cherokee Indians
Public Health and Human Services

Wy

POLICY #:  DAP09 Human Subjects Resela Protection
SUBJECT: Human Subjects Research Protection

PURPOSH© ensure that PHHS respects the purpose of the Institutional Review Board (IRB) in the
protection and rights of the safety and welfare of research subjects.

DEFINITIONRefer to IRB Ggrations Manual

POLICY STATEMENS:a combined Public Health and Human Services organization, PHHS may have
occasion to implement or participate in research that involves human subjects in order to benefit the

Tribe. To assure protection of human subge@®@HHS will adhere to the highest ethical standards and

will comply with The Cherokee Code and the operations of the EBCI Cultural & Medical Institutional

Review Boards. The MIRB is registered with US DHHS OHRP as a Tribal IRB. PHHS will assure seamles
integration of any research activities with the CIRB and MIRB and will follow the procedures outlined by

the MIRB Operationslanual, whichis based on OHRP requirements.

PROCEDURE/ GUIDELINEE: procedure for submission of medical, behavioratlioically related
research proposals in EBCI is as follows:

AUTHORITY:
AUTHORITYThe Cherokee Code, Ch. 70, See3 70
ATTACHMENTEBCI Medical Institutional Review Board Operations Manual
EBCMIRB Process Flowchart (Pg. 66, Divisional Policy Manual)
[
-
EBCI MIRB Manual
FINAL Rev 062520.d

REFERENCERCI Medical Institutional Review Board Operations Manual

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.

EBCI PHHS Divisional Policy Manual Page |16



Eastern Band of Cherokee Indians
Public Health and Human Services

POLICY #: DAP10Administrative Leave for Physical and Health Education
SUBJECT:  Adminleave for Physical Activity and Health Education

PURPOSET 0 provide a guideline for Employees to request, utilize, and record admin leave for Physical
Activity and Health Education.

DEFINITIONS:

POLICY STATEMEMNS:a division, Public Health and Human Services work to encourage healthy eating
habits, physical activity, a healthy weight, and addiction free living. Chief Richard Sneed has approved
the use of admin leave in the amount of fifteen (15) minutes perfdagll Tribal Employees. All
participants will receive fifteen (15) minutes of administrative leave daily to be physically active or
attend healthbased education classes.

PROCEDUREST0 enroll, participants must adhere to the following:

f Musthave supg@A & 2 NDa | LILINE O f @

1 To utilize leave, employee must sign in with Cherokee Fithess Complex, CIHA,
Cherokee Choices or an approved sign in station to verify attendance.

9 Must record administrative leave on timesheet.

1 Must complete a baseline survey.

AUTHORITY: EBCI PHHS Executive Committee

ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAP11 Supply Inventory Procedure

SUBJECT:  Supply Inventory Procedure

PURPOSE: To provide a guideline for Employees to track, store, and easily recognize when it
is time to order more inventory.

DEFINITIONS:

POLICY STATEMENTe Public Health and Human Services division strives to be as fiscally
responsible as possible. Divisisupplies will be ordered based on need and usage. Procedures
for storing and monitoring inventory are stated below.

PROCEDURE/ GUIDELINES:
A supply list for each program will be given to the MUNIS approver to begin the inventory
process. Théollowing procedures outline what occurs after items have been delivered.

1 When supplies are received at PHHS, two employees should compare the
inventory based on order sheet and the materials packing list (making sure
the order is correct).

1 Have bothemployees sign the order sheet confirming the contents.

Inventory will be placed in its proper storage space.

1 Once an item is nearing the end of its supply, a notice in the form of an email
or phone call must be made to the supervisor letting them knohis (allows
for everyone to be on the same page when it comes time to order more
supplies)

1 Monthly supply updates are to be given to supervisors (inventory checks).

=a

AUTHORITYOperations Director of PHHS, Business Director of PHHS

ATTACHMENTS

REFEREMNG:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #.: DAP12Health Information Confidentiality and Security including

SUBJECT:  HIPAA Privacy & Security and Confidentiality

PURPOSE: This policy will be used as guidance for the standards adopted by PHHS regarding HIPAA
and confidentiality practices within the divisioithe purpose of the Public Health & Human Services
(PHHS) Division use and disclosure policy is to set forth the requirements under the Health Insurance
Portability and Accountability Act (HIPAA) for privaaytgetions of individually identifiable health

information (IIHI) by recognizing circumstances when it is permissible to use IIHI within the Division and
when it is permissible to disclose IIHI outside the Division, including certain limitations and jporgect

that must be applied to all health information.

DEFINITIONS:

Breach:The acquisition, access, use, or disclosure of protected health information (PHI) in a manner
that compromises the security or privacy of the PHI.

Confidential Information:Includes altlientemployee, provider, and hospital information acquired by
staff. This includes verbal, written or electronic information obtained or otherwise recorded in any form.

HIPAAHealth Insurance Portability and Accountability Act
[IHI: Individually Identifiablédealth Information

Minimum necessaryLimiting the use or disclosure of protected health information to the minimum
amount of information necessary to accomplish the intended purpose of the use, disclosure, or request
for information.

POLICY STATEMENPHHSrotects the confidentiality, privacy and security of all client information
according to state and federal law, The Cherokee Code, ethical guidelines, and industry best practices.
This policy applies to each PHHS employee, intern, volunteer, studesd, fadialth professional,

medical staff, contractor, vendor and each must be familiar with, understand, and follow the procedures
in this policy.

PROCEDURE/ GUIDELINES:

PHHY GF FF Ydzad O2yaradaSyafte Failz a52RAL Y& 2 diRE | 1OTO €
clientinformation is not necessary to perform your job, do not access the information.

TYPES OF VIOLATIONS OR BREACHES

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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1. Inadvertent or unintentional violation of client privacy/security. Violations include but are
not limited to:

A Inadvertent access tolient records
A Leaving a loggeih computer unattended, even if client informationriet visible

2. Actions or behaviors that are contrary to privacy/security policies or procedures or training
on the topics, including careless accesses. Violations include (but are not limited to):

A Discussing client information with others when not required for Piscussing client
information in public areas

A Leaving loggeth computer unattended in an accessible area with client information
visible

A Improperly disposing of confidential client information (e.g, not using paper shredder to
destroy confidential iformation)

3. Intentional access, discussion or disclosure of client information for purposes other than
client care or authorized job function. Violations include but are not limited to:

Looking up birth dates, addresses of friends or relatives

Aacessing and reviewing a record of a client out of concern, curiosity, or other

inappropriate reasons with no need to know

Reviewinga highJNE FAf S Of ASy(d GQ& 2NJ Lzt AO LISNEZ2YL
Multiple violations of lesser offenses

Sharing of usernamend/or password

Sending identifiable client information via unsecurehail

Capturing an image of a client using an unauthorized personal device such as a cell

phone.

To Do Do Do Do o Do

4. Access, review or discussion of client information for personal gain or with malicious intent.
Violations include (but are not limited to):

Compiling a maitig list to be sold

Reviewing client records to use information for personal reasons

Posting confidential information in any form to internet or on social media
Identity theft

Storing confidential information on a home computer unsecured

To o Do Do To

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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ACCES3SG INFORMATION

A. General Confidentiality Requirements.

1. All Staff must sign and comply with a confidentiality agreement.

2. Staff position descriptions include language covering the expectation that each employee
maintainsclientand appropriate organizational confidentiality.

3. Access to information is granted based umnployeed N2 f S® hyf & (GKS aYAyY
Yy SOSaal Niod may felaccesdet, used, or disclogedessthe information is ()
being used or disclosed for treatment purposes, (b) being disclosed to the individual who is
the subject of the information, (c) being used or disclosed pursuant to a signed
authorizdion from theclient, or (d) disclosed as part of an investigation or is a disclosure
required by law or compliance with HIPAA regulations.

B. Staff Accesto and Confidentiality of Health Information:

1. PHHSlirectcustomercare staff members are autha@gd to accesslientmedical record
information to provide care as required by their position and assigposition PHHStaff
and physician/provider access ¢tientmedical record information must only be made for
the purposes of treatment, payment tiealthcare operations, or when otherwise
expressly permitted by law.

2. Anyclientinformation displayed or printed from an information systemPRMHShould be
treated as confidential medical record information. Printed material that is no longer
needed fould be disposed of in a manner consistent with other printed confidential
information, i.e. shredded for confidential removal and destruction

3. Capturing/duplicating ofany client information or clientimage viaan unauthorized
electronic device (suchs, but not limited to, personal cameras, video cameras, or cell
phones) is prohibited.

C. Access to the network and specific applications require uniquéngnd passwords generated
by the individual user. Passwords are to be used solely in conjunction with the performance of
authorized job functions. All inquiries and entries performed urttie user identification and
password will reference the username.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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1. A password must never be given to another individual. A password may be revised as
deemed necessary by the user following an Information Technology Systems procedure.

2. Passwords Wlibe deleted from use through Information Technology upon termination of
employment or as deemed necessary by Human Resources or upon resignation/suspension
of staff member.

3. As staff transfer within PHHS, access to applications/databases is revisadjasted to
reflect the new role.

D. Security of Electronic Health Records

1. Staff who have been authorized to read, enter, and/or update data as required by their job
functions are responsible to comply with security controls and to protect confidatdtial
from unauthorized disclosure or use.

2. Staff must exit applications when leaving computer workstations unattended. If not signed
off, all computer workstations have an automatic saffi The timing of sigoff is
determined by the system administior/IT Division in conjunction with the application,
operating system and/or platform parameters.

3. Information Technology and/or the individual database users/departments are responsible
to secure the hardware and software used to run specific databases.

4. Information Technology has system integrity mechanisms in place against system crashes,
lost/corrupt files, computer viruses, unauthorized access and sabotage for the major
systems used by PHHS.

5. Database backips are completed on a regular schedule. The hgrkopies are stored in a
separate location from the computer.

HIPAA

The final Healtlinsurance Portability and Accountability Act (HIPAA) Privacy Rule controls the use and
disclosure of 1IHI. Generally, covered health care components may not use or disclose IIHI except in ways
identified in the Privacy Rule or when required or allowed theofederal or state laws. All other uses

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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are prohibited, and barriers must be established to prevent any use and disclosure other than those
LISNY¥AUGGSR® W' 4SQ YR WRAaAOf2adzNBQ |INB aA3ayAaAFAaAOl yi
organiation (use) from releasing information outside the organization (disclosure).

ThePHH®Ivision complies withNorth Carolina General Statutasd Administrative Rulemandating

that all individual health infanation in its possession is confidentishePHHS Divisiotontinues to

comply with North Carolina statutes, which preempt HIPAA when state statutes are more stringent than
HIPAAThe Division continues to adhere to all federal and state laws and regnudadind program

specific requirements with respect to protecting the privacy of health information while fulfilling its
Public Health missiomn addition, and as part of its ongoing compliance, the Division folldW® HHS
departmentlevel HIPAA policieprocedures, and practices, as applicable.

REPORTING

A. If you suspect that health client information confidentiality may have been compromisedy notif
any individual below immediately of the concern so that appropriate action can be taken.
1. Your manager
2. Human Resources
3. Compliance Officers
a. Brandy Davis, Lead Compliance Offi¢g28) 3591502
b. Megan Yates, Conlipnce Officer: (828) 356195
c. Compliance helpline:-800-455-9014
4. Any member of PHHS leadership.

B. When a medical record has been inappropriately accessed or information has been
inappropriately disclosed, the PHHS Regulatory & Compliance Department will conduct an
investigation ad PHHS Administration will determine if the client should be notified.

AUTHORITY:

[,

-
PHHS%20ConfidentiHIPAA%20Confidenti
ATTACHMENT §ity%20Attestation .dality%20Attestation.d

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAP 13 PHHS Buildikgeylssuanceand Maintenance Process
SUBJECT  Public Health and Human Services (PHHS) Building Key Issuance and Maintenance

PURPOSE: To provide a guidelinen the issuance and maintenance of building ackeys
to all PHHS Employees.

DEFINITIONS
Key Holder A person to whom a key has been issued.

POLICY STATEMENTe Public Health and Human Services Divaimis toprovide optimal physical

security and safety for building occupants angtotect the assets of the Eastern Band of Cherokee

Indians (EBCI). This policy applies to all building(s) occupied by, and space(s) assigned to, PHHS
employees.

PROCEDURE/ GUIDELINES:

1. KEY HOLDER ACCESS RESPONSIBILITIES

All employees areesponsible for maintaining building security. A key holder is responsible for all keys
issued to them. The duplication of keys or possession of any unauthorized keys is not permitted. The
holder of keys to any PHHS facility assumes responsibility faafleéeeping of the key and its use.

Should a loss occur, the department will be responsible for the financial impactkeyirgg an area. In

an effort to minimize loss or misuse of keys, all key holders are strongly encouraged to keep PHHS keys
in a secwe location.

1.1 Employees will not loan or transfer their keys to any other individual.

1.2 Employees shall not unlock a building or room for another individual unless the individual is known
by them to have authorized access to enter.

1.3 All PHHS issu&dys must be returned to the Operations Director or Designee upon office move or
vacating of a position in order to maintain accurate inventory.

1.4 Unauthorized persons or suspicious activities are to be reported to the EBCI Police Department and
the PHES Regulatory Compliance Department immediately.

1.5 Any found keys should be turned in to their Direct Supervisor who will in turn contact the PHHS
Operations Director for directions.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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1.6 Employees not in compliance with key and ID card policies may feeisttbdisciplinary action.

1.7 Employees may be charged a fee for the replacement of lost or misplaced keys.

2. KEY & ID CARD ACCESS REQUEST PROCESS
2.1 All key access requests must be submitted via the attached Key Access Request Form
2.2 Forms shoullde submitted in hard copy to the PHHS Operations Director or Designee.

2.3 Keys will be issued by the PHHS Operations Director or designee within two business days of receipt
of an approved form.

HdPp / FNR 1 O0Saa NXBIj dzSa i a uridyrridSurveilarBgolicy dhhe idgaangéa (1 K S
of access cards via the CWEB.

AUTHORIT:YThis policy on Key Control applies to all PHHS employees
ATTACHMENTS

BUILDING/DOOR KEY REQUEST FORM

REFERENCES:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAPL14 Social Media Account Approval Process
SUBJECTSocial Media Account Approval Process

PURPOSH© establish approval process for programs who wish to engage in business use of online
social networking through the use of social media.

DEFINITIONS:

Social mediaany electronic communication used for social networking and for sharing,
discussing and/or developing ideas, information, and other content. Types of social media
include, but are not limited to blogs, videor photo-sharing sites, and s@tinetworking sites.
Examples of sociahedia sites include, but are not limited to Facebook, Twitter, Pinterest,
LinkedIn, Instagram, YouTube, Flickr.

Social Networkingthe creation, use, and maintenance of social media for communicating with
and buildng online relationships for both business and personal use.

POLICY STATEMER®cial media may be used for Social Networking by Public Health and Human
Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set
forth in this policy. These restrictions are intended to ensure compliance with legal restrictions, privacy,
and confidentiality agreements including; A&, PHHS Compliance Plan, and the Eastern Band of
Cherokee Indians (EBCI) Personnel Policy.

PROCEDURES:
New Accounts:

a. A Social Media Justification Form must be completed, signed, and submitted by the
Program Manager to it the PHHS Public Relations Department for approval
i. Facebook: Public Relations Department
ii. Clearly define your objectives
ii. Clearlyexplain to Administrators/Editors that overtime pay is not given if
posting after work hours
iv. Know your target audience
v. Determine resource needs
vi. Determine schedule and frequency posts

b. All Social Media account use privileges must be approved by the E&@idtidbn
Technology Department following approval from the PHHS Public Relations
Department

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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APPROVALS:

APPEALS:

REPORTING/STATISTICS:

AUTHORIT¥EBCI PHHS Executive Committee
ATTACHMENTS:

POLICY #: DAPL5 Social Media Account Program Use
SUBJECTSociaMedia Account Program Use

PURPOSH©0 establish approval process for programs who wish to engage in business use of online
social networking through the use of social media.

DEFINITIONS:

Social mediaany electronic communication used for social netwogkand for sharing,
discussing and/or developing ideas, information, and other content. Types of social media
include, but are not limited to blogs, videor photo-sharing sites, and sociagtworking sites.
Examples of sociahedia sites include, but amot limited to Facebook, Twitter, Pinterest,
LinkedIn, Instagram, YouTube, Flickr.

Social Networkingthe creation, use, and maintenance of social media for communicating with
and building online relationships for both business and personal use.

POLICBTATEMENTBocial media may be used for Social Networking by Public Health and Human
Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set
forth in this policy. These restrictions are intended to ensure d@npe with legal restrictions, privacy,

and confidentiality agreements including; A, PHHS Compliance Plan, and the Eastern Band of
Cherokee Indians (EBCI) Personnel Palicy.

PROCEDURES:
Accounts:

a. An approved Social Media Justification Form must be on file with public
relations.

i. Facebook: Public Relations staff must be made Administrators of ALL
program Facebook Accounts

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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ii. For all other Social Media Accounts that do not allow Public Relations staff
to be made Administrators account Username and Passwords shall be given
to the PR Staff. If account usernames and passwords are changed the PR
staff shall be given the updated usernames and passwords immediately

iii. Clearly define your objectives

iv. Clearly explim to Administrators/Editors that overtime pay is not given if
posting after work hours

v. Know your target audience

vi. Determine resource needs
vii. Determine schedule and frequency posts

APPROVALS&ublic Relations Staff
APPEALS:
REPORTING/STATISTICS:
Submit dataon weekly report
Facebook:

#Posts per week

#Likes

#Interacted/Engages
Twitter:

#Tweets sent per week

AUTHORITY: EBCI PHHS Executive Committee
ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAP16 Social Media Account Personal Use
SUBJECTSocial Media New Accounts

PURPOSH© establish approval process for programs who wish to engage in business use of online
social networking through the use of social media.

DEFINITIONS:

Social mediaany electronic communication used for social netwogkand for sharing,
discussing and/or developing ideas, information, and other content. Types of social media
include, but are not limited to blogs, videor photo-sharing sites, and sociaétworking sites.
Examples of sociahedia sites include, butra not limited to Facebook, Twitter, Pinterest,
LinkedIn, Instagram, YouTube, Flickr.

Social Networkingthe creation, use, and maintenance of social media for communicating with
and building online relationships for both business and personal use.

POLIG STATEMENSocial media may be used for Social Networking by Public Health and Human
Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set
forth in this policy. These restrictions are intended to ensure @itance with legal restrictions, privacy,

and confidentiality agreements including; A&, PHHS Compliance Plan, and the Eastern Band of
Cherokee Indians (EBCI) Personnel Pdioyemployee personal account should be used to conduct
EBCI PHHS official inesss or be construed to serve as such.

PROCEDURES:
Accounts:

a. An approved Social Media Justification Form must be on file in the public relations

department of PHHS.
viii. Facebook: Public Relations staff must be made Administrators of ALL program Facebook

Accaints

ix. For all other Social Media Accounts that do not allow Public Relations staff to be made
Administrators account Username and Passwords shall be given to the PR Staff. If account
usernames and passwords are changed the PR staff shall be given thedipdatnames
and passwords immediately

x. Clearly define your objectives

xi. Clearly explain to Administrators/Editors that overtime pay is not given if posting after
work hours

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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xii. Know your target audience
xiii. Determine resource needs
xiv. Determine schedule and frequencggis

APPROVALS:
AUTHORITY:
ATTACHMENTS:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #:  DAP17Approval of Divisional Plans and Procedures

SUBJECT Approval and enactment of Divisional plans and procedures

PURPOSE This policy will be used as guidance for timely mmtlsive development, approval, and
renewal of PHHS Divisional plans and related policies, procedures, and protocols.

DEFINITIONS

Guideline/ GuidanceA principle or criterion that guides or directs actiaften refers to evidence base,
best practice, context, or lived experience

Plan: A written process, procedure, and/or protocol that includes operational and logistical details for a
given initigive or response by all or part of an organization. Plans may be strategic or tactical,
mandatory or optional, internally or externally directed, simple or complex. Examples include:
Continuity of Operations Plan (COOP), Facility Emergency Plans, Gicatioos Plan, AlHazards Plan,
Epidemiologic Response Protocols, Strategic Plan [Divisional], Workforce Development Plan)
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particular situation; a meanof guiding an organization to a desired outcome

Procedure: A written set of instructions that describes how a policy will be implemented; the approved
and recommended steps of a particular act or sequence of events in a policy

Protocol: Explicit, speific operational instructions that specify steps to be followed in defined situations
under a procedure

POLICY STATEMENPHHSnaintains multiple Divisiomide plans to assure a comprehensive and
cohesive process for preparing for and carrying out a fadéinitiatives and responding effectively to
planned events and unplanned incidents. Divisional plans require collaboration among individuals,
programs, and levels of PHHS, as well as coordination with other Tribal entities and, often, external
partners. It is necessary to have an established, timely process for review, revision, testing, and
assurance that all plans are mutually consistent and align with Divisional strategic priorities.

PROCEDURE/ GUIDELINES:

Origin of plan A Divisional plan or protocol may originate from Tribal or PHHS leadership or at the
program level. It may be assigned, may be a Tribal Government or grant requirement, or may be
generated as a quality improvement initiative.

Plan development:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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1. PHHS staff assigned to develop plans individually or as a team will obtain initial direction from
PHHS leadership (Manager, Director, or Secretary depending on plan level) on plan purpose,
requirements, responsible parties, and any special considerations.

2. The planner or plan team will create a timeline for creation or revision, implementation, and
evaluation with PHHS leadership.

3. PHHS leadership will assign a primary responsible Director, Manager, or Secretary to monitor
plan development and timelinesnd assure necessary resources are available to planners
OaLRAYld LISNB2YE0OD
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progress on a regular basis.

5. The planner or plan team may consult any internal or extegpaginers as needed and as
permissible on contents of the plan.

6. Each plan will reflect Results Based Accountability indicators: how much is being done, how well
is it being done, and what is the impact of the plan.

7. Each plan will include:

a. Title page witiPHHS logo, approval date, and version number as applicable

Record of revisions page

Record of approval signatures and dates as applicable

Table of contents with hyperlinks to individual sections

Planned revision cycle dates (usually one year)

Applicable eferences to other PHHS plans and source documents

Evaluation metrics and process for the plan

List of authorities as applicable

i. References to source documents and other contributing materials
j. Attachments and/or appendices as applicable

8. Leadership and ptadevelopers will determine if accompanying Policies and Procedures are

necessary and will include them in the document development timeline.

S@ "o ao0CT

Plan approval:

1. The PHHS leadership primarily responsible for monitoring the planning prottesgoint
person-will assure that the plan is complete by the date determined.

2. Depending on level and type of plan, the point person will bring the final draft plan before the
Managers Team, Executive Team, or Secretary for final review within 30 days of completion.

3. PHHS ladership will commit to assuring that a final draft plan is approved and ready for
implementation within 60 days of submission.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Plan implementation:

1. PHHS leadership will task teams or individuals to initiate plan implementation immediately upon
approval @ as designated otherwise.

2. Those responsible for plan implementation will also be responsible for consistent, periodic plan
review, evaluation, and testing as applicable. PHHS leadership will assure that reporting of
these processes is in place.

Planevaluation:

1. Evaluation of a given plan will be specific to that plan and will be consistent and timely.
Similarly, testing a plan will adhere to a specific schedule and those responsible will report
results to appropriate leadership.

AUTHORITY:

ATTACMNIENTS:

REFERENCES:

A A 7 A A -

www.compliancebridge.com ¢ KS YS@& S5AFFSNBYyO . S0sSSy t2tA0e Qa

www.bettal.co.ukd ! YRSNARGF YRAY3I GKS RATFTTFSNBYta@Ss andisSSy L2 )
JdzA RIFyOSs tttbDaé¢ oF OOSaaSR MAKMOKHAD
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POLICY #DAP18 PHHS Data Sharing Policy

SUBJECTPHHS Data Sharing Policy

PURPOSETFhe purpose of this policy is to ensure that all data sharing requests involving Public Health &
Human Services (PHHS) programs and the Cherokee Government are processed consistently and
reviewed thoroughly to ensure compliance.

DEFINITIONS:
Data Shdng: The practice of making data used for scholarly research available to other investigators.

Cherokee Government: Is composed of several departments, encompassing a wide range of services
functions necessary for the livelihood and welfare of the Ckeegpeople.

POLICY STATEMERN®ta sharing means sharing personal data to third parties outside of an
organization, but it can also cover sharing personal data between different parts of an organization or
organizations within the same group or under teme parent company. Specifically, within this policy,
data sharing is the sharing of data between PHHS and the various departments of the Cherokee
Government.

PROCEDURE/ GUIDELIN®Senever data is requested to be shared between a PHHS program and a
tribal department:

1) A written data sharing request should be submitted by email to the Regulatory & Compliance
Department (RCD). The request should be specific and include reasonguestiag the
information as well as intentions on how the information will be used.

2) The data sharing request will be reviewed by a compliance officer.

3) The Compliance Officer may review the data sharing request with a corresponding executive
team member (Pector or Secretary) if necessary or required.

4) Once the data sharing request is either approved or denied, the decision will be submitted
electronically to the requesting parties involved.

AUTHORITY:

ATTACHMENTS:

REFERENCES:
Data Sharing |ICQ.. Data sharing | ICO

EBCI Tribal Government Departmem&partments Eastern Band of Cherokéebci.com)

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAP19 Team/Employee Recognition Policy

SUBJECTTeam/Employee Recognition Policy

PURPOSETf o0 ensure that PHHS Public Relations Department recognizes employee/team achievements
and significant celebrations whenever possible.

DEFINITIONS:

POLICY STATEMENHe Team/Employee Recognition policy explains how the division recognizes
teams/employees by the PHHS Public Relations Department. The division strives to recognize
achievements and significant celebrations of division employees whenever possible stocgrddute
G2 GKS RAGAAAZ2Y QA &4dz00Saa 6A0K KINR g2N] @
PROCEDURE/ GUIDELINES:

Years of service:

Service awards are presented to employees in recognition of the length of service to the EBCI/PHHS.
EBCI years are recognized if the PHHS Public Relationadeeaware of years.

An employee receives his or her first service pin for one (1) year of eligible service. Thereafter, the
employee receives service awards in fiigar intervals as eligible service accrues.

It is the responsibility of the employee &msure that employee information is accurate and updated.

New employees:

All new PHHS employees are required to attend PHHS New Hire Orientation. After completion of
orientation, all employees in attendance will receive one (1) PHHS logo apparel Bt &logo
bag/packaging, and a few logo items (depending on funding). The Public Relations department will
oversee the ordering of new hire orientation items and will distribute them to the PHHS Training
Coordinator as needed. It is the responsibilitytted employee to ensure that employee information is
accurate and updated.

Birthdays:

PHHS Public Relations Team will recognize employee birthdays as time and budget allows with either a
card or graphics. Parties and payment for parties will be at theetisa of individual/s and with

supervisor approval. Program budgets are not to be used to celebrate birthdays. It is the responsibility
of the employee to ensure that employee information is accurate and updated.

Employee celebrations (i.e. baby showe@ngratulations, house warmings, etc.):

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Celebrations and payment for parties, gifts, etc. will be at the discretion of individual/s and with
supervisor approval.

Team recognition (accomplishments, appreciations, etc.):

PHHS Public Relations Team mold a divisiorwide appreciation event per fiscal year, as budget
allows.

Promotions:

The process for promoting employees is included in the EBCI Personnel Policies and Procedures Manual
Section 2 General Employment Policies Sec. 2.05 Demotion and Ryompt 7.

Seniority Bonus:

The process for issuing a Seniority Bonus is included in the EBCI Personnel Policies and Procedures
Manual Section 3 Wages and Hours, Sec. 3.08 Seniority Bonus pp. 21.

Salary Adjustments:

The process for issuing Salary Adjusiits is included in the EBCI Personnel Policies and Procedures
Manual Section 3 Wages and Hours, Sec. 3.00 Pay Structure, A. Salary Adjustments, 1. Equity Pay
Adjustment pp. 18.

AUTHORITY:

ATTACHMENTS:
EBCI Employee Handbook

POF

EBCI- Personnel
Policy 3-29-2021.pdf

REFERENCES:
EBCI Personnel Policy 2021
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POLICY #: DAP20 Dealing with Difficult Customers/Clients
SUBJECT:  Dealing with difficulcustomers/clients

PURPOSE: To provide guidance for employees to effectively manage disgruntled customers/clients
regarding the handling, reporting, and preventing abuse to employees in the workforce.

DEFINITIONS:N/A

POLICY STATEMENTAs a division,Public Health and Human Services strive to demonstrate
professional courtesy to all clients and customers. If an employee is confronted by a disgruntled
customer/client, the procedure below should be followed.

PROCEDURE/ GUIDELINES:

1. Maintain a calnprofessional demeanor.

2. Ask the individual to provide a written statement of their complaint and provide them with a
blank sheet of paper or a reporting document if they ag(@dis may serve to descalate the
scenario while providing the individual th@mortunity to have their issue heard) or ask the
individual if they would like to speak with someone higher up in the chain of command.

3. Should the individual refuse to complete a written statement, document their refusal on your
written report of the incilent.

4. If the situation continues to escalate or the customer is being disrespectful, contact another
employee OR a supervisor/manager.

5. Ask the customer to leave or to come back at a later time.

6. After the individual leaves, complete a detailed, comprehemsiritten report of the incident
including quoted statements when possible. Include factual statements only, taking care not to
include conjecture or make inferences. Submit this report to the appropriate supervisor
following the chain of command.

7. If, atany time, the employee fears for their safety, they are to immediately remove themselves
from the scene and contact their immediate supervisor who will contact law enforcement.
Should an active threat occur, the employee will follow the security aletbpol.

AUTHORITY: PHHS Employees
ATTACHMENT®/A

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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POLICY #: DAP21 Addressing Health Equity in Public Health Programs
SUBJECT:  Addressing Health Equity in Public Health Programs
PURPOSE: Public Health and Human Services standardizes measures to assure that health equity is

incorporated into our policies, procedures, and practices to best address populations with higher health
risks and poorer health outcomes.

DEFINITIONS:

Health Equity WK Sy S@SNE LISNBR2Y KlFa GKS 2LILR2NIdzyAaide G2 al
2yS A&d aGaRAAFRGIY(GF3ISR FTNRY I OKASOGAY3I GKAAa LRGSYGA
RSGSNXYAYSR OANDdzYaidl yOSavé refekstiniegthioflie:jgaaktyiohliea I NB

rates of disease, disability, and death; severity of disease; and access to treatignt 2020

POLI® STATEMENTR:YS 2F 9. /L Q& LINAYIFINE 32Ffa A& G2 | OKASQO
and collaborations to improve services for vulnerable citizens and eliminate barriers that restrict

equitable access to services. The Public Health and Huergité&s Division addresses health equity

through its programs, tools and resources, and leadership.

PROCEDURE/ GUIDELINES:

Organizational Capacity

Public Health and Human Services establish an institutional commitment to advance health equity
GKNRdZAK (KS RAGAAAZ2YQa YAdaAiAzysI GAaA2y3I O02NB QI f dz
SYyKIFIyO0S GKS 2NBFYyATIGA2yQa OF LI OAlGe (2 FROFHyOS KS

1 Using ResultBased Accountability, PHHS continually finds a way to improve effattgack
iK2aS 6K2 INB o0SYSTFAUAYI FTNRBY (GKS RAGAAAZ2Y QA LI
2FF 0SOldzaS 2F 2dzNJ aSNIBAOS&aKE

1 Implements Strategic Planning methods and processes to shape and guide organizational and
programmatic decisions and acti®n

1 Workgroups and research are structures and systems which empower staff to identify and

contribute to health equityrelated improvements (i.e., Tribal Health Improvement Plan, COVID

19 Mass Vaccination Team).

Health equity is also a clear component timaligned with funding decisions and commitments.

Staff participates in trainings, data collection and analysis, and quality improvement processes,

and contributes to policy change to ensure the needs of our community arebeing met.

= =

Engaging Community ®mbers
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EBCI PHHS Divisional Policy Manual Page |39


https://www.cdc.gov/chronicdisease/healthequity/index.htm

Eastern Band of Cherokee Indians

DS Public Health and Human Services

i} ] i 7] ] ] o ] o
((igg e b o . .l L. b L. b L. b L. L

\\‘

_\\\g\‘\\\a\\\\\\,\\\‘\\\\,\\‘,\\\5

Community engagement can harness the skills and tagrifs 9 mostlinartant resource: its people.
Involving community members in health initiatives can foster relationships, improve assessment efforts,
and empower community members to positiyedffect their community.

PHHS values the history, culture, and language of Cherokee and understands that these factors, as well
as past engagement efforts, are essential to community engagement, planning efforts, and strategy
implementation.

1 When onboarded, all PHHS employeeHipgpate in an orientation that includes Cherokee
historical training. This interactive examination of the concepts of historical trauma,
intergenerational grief, and the strategies helpful for healing encourages new employees to
draw parallels that impree understanding.

1 Cherokee culture and language are represented in marketing and branding, and promotional
items for special events.

9 Historical context is important to understanding neglected and conflict that may have
contributed to distrust and prevertd meaningful engagement between the EBCI community, its
services, and resources. Therefore, historical context is an element almost always considered in
health promotion, prevention, and wellness strategies.

1 Using ResultBased Accountability, PHHS udes following indicators to determine if how well
our programs are performing and the quality of life for EBCI community members:
communication power, proxy power, and data power.

Barriers to community engagement are expected in a public health settingn\athategically planning

for a program or event, EBCI anticipates the types and kinds of barriers that may impact participation
and expected outcomes. PHHS overcomes barriers by enlisting the help of trusted people, programs,
and organizations to build aff skills and support engagement efforts.

Partnerships and Collaborations

Partnerships and collaborations work to achieve equitable outcomes by leveraging a diverse set of skills
and expertise. Public Health and Human Services do this by engaging rrigredrom multiple fields

and sectors that have a role in advancing health equity. Partners include, but are not limited to:

1 Community

T MOA Counties

9 Education and Childcare Facilities

9 Food Distribution and Assistance

T Media

1 Transportation

1 Faithbased orgaizations

T IFNNYKQ& /I aAay2 |yR DFYAy3
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Other Tribal programs and divisions

Cherokee Indian Hospital Authority

The Center for Disease Control and Prevention (CDC)
Indian Health Services (IHS)

USET

NC DHHS

= =4 =4 =4 -4 =9

PHHS also considers nontraditiopattners in the private sector and other parts of government to
make a stronger impact on working with populations who experience health inequities.

PHHS periodically assesses partnerships and collaborations by:

SWOT analysis and Gantt charts
Strategic Ranning

Program Reports

New and existing funding opportunities
Quiality Improvement projects

=A =4 =8 -8 =4

Identifying and Analyzing Health Inequities

It is critical to have a clear understanding of what inequities exists and the root causes contributing to
them. The halth equities that exist in the EBCI differ from local, state, federal, and even other tribal
data. While national databases and local health departments findings provide a population insight,
community members are encouraged to participate in data catacactivities such as:

1 Surveys/ questionnaires
9 Listening Sessions
9 The Tribal Health Improvement Process

When collecting and analyzing health data, PHHS asks the quéstamyone better off because of our
program and services? The division also corapaocial determinants of health to what contributes to
health inequities in the EBCI. Qualitative and quantitative data collected is used to interpret findings,
refine priorities, and develop implementation strategies and expected outcomes.

Selecting, Designing, and Implementing Strategies

Strategies to address health inequity must be deliberate. PHHS applies evinheserkbest practices,

state and federal guidance, Tribal Code, and balances those elements with community input to enhance
strategy design, implementation, and enforcement. PHHS ensures that strategies are aligned with
desired outcomes by developing goals that coordinate with identified inequities. Goals and objectives
are normally documented in implementation worksheets andivategic plans.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Questions used to guide selecting, designing, and implementing strategies are:

1 What are the diverse needs we should consider when selecting strategies that will have the
greatest impact on populations experiencing health inequities?

1 Whatdifferent resources and supports will help reach populations? And how can we work with
them to anticipate needs?

1 What existing processes, frameworks, and/or tools can we use to systematically incorporate the

goal of health equity into strategy selectionchdesign?

Does the option address one or more of the root causes you have identified? (RBA)

Leverage: How strongly will the proposed strategy impact progress as measured by the

baselines? (RBA)

9 Feasibility (or reach: Is the proposed strategy feasible? YRBA

9 Specificity: Is the strategy specific enough to be implemented? (RBA)

1 Values: Is the strategy consistent with the values of the community and/or agency? (RBA)

=a =

Addressing Health Equity in Evaluation
Evaluation is a systematic way to improve and accéomPHHS strategies and implementation plans. It
is critical that health equity goals are reflected in evaluations to better help understand and determine
what public health programs work for whom and under what conditions. Provided is a sample of
guestiors for evaluation, however, they may be revised for specific programs, interests, and data
collection needs.
1 Using ResultBased Accountability, ask: how much did we do, how well did we do it, is anyone
better off?
1 How can we reframe or create new evaluatiQuestions to better understand our effect on
health inequities?
Sharing evaluation findings is another strategy to improve health equity by communicating findings,
write program reports, marketing programs to other individuals and the community, sedundgng,
and influencing policy decisions. Channels to share findings include:
1 PHHS website and newsletter

1 Program reports

1 Executive Office or Tribal Council

91 CIHA Governance Board

1 Works groups, task forces, and committees
AUTHORITY:
ATTACHMENTS:

REFERENCHES8ps://www.cdc.gov/chronicdisease/healthequity/index.htm
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POLICY #: DAP22Professional Licensure/Certification for Clinical Staff

SUBJECTProfessional Licensure/Certificatiéor Clinical Staffor Tsalagi Publiglealth staff.

PURPOSETo0 ensure that all staff with clinical licensure requirements are working with valid,
unencumbered licenses.

DEFINITIONS:
Tsalagi Public Healtthis program provides community/fieldased outreach in the form of
education, imnunization, and harm reduction services.

POLICY STATEMEN® provide safe clinical care within all required guidelines, Tsalagi Public
Health will require all licensed staff to maintain valid and unencumbered licensure.

PROCEDURE/ GUIDELINES:

1) To ensure that all clinical stadfe working with the required licensure for their position
eachemployee whose job description requires professional licensure will submit a copy
of the current license as part of the hiring process. (Refer to job gieers for specific
details by discipline).

2) The manager of Tsalagi Public Health will be responsible for verifying all licensed
employees are working with valid licenses via the North Carolina Board of Nursing
website or any applicable license grantingligor his will become part of the personnel
file.

3) Each provider/professional will be responsible for ensuring the license is renewed
before the expiration date and that all required continuing education requirements are
met.

4) Each provider/professional will be responsible for maintaining their records of
continuing education credits as required if the licensee is audited by the license granting
body.

5) Itis the responsibility of each employee to maintain current license/certification without
interruption, and to furnish such information to the agencyreguested. Tribal

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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personnelpolicy concerning disciplinary action will be followed if an employee fails to
comply.

6) If an employee should find their licensure/certification has expired or if they have
committed an offense that may jeopardize their liceresigertification it is the
SYLX 2858SQa NBalLkRyaAoAafAde G2 NBLROG GKAa G2
finding/incident (even after hours).

AUTHORITY:
ATTACHMENTS:
Scan_20210804 Scan_20210804_2.pScan_20210804_3.p
(2)-png g g
REFERENCES:

EBCPersonnel Policy-39-2021
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POLICY #: DAP23herokee Choices Strategic Planning

SUBJECT: Cherokee Choices Strategic Planning

PURPOSE: To provide guidance to staff on the development, implementation, and
evaluation of programming annuallyHHS programs will use the Strategic Planning P&P to
guide how health promotion materials are produced across the Division.

DEFINITIONS:

EvidenceRefers to data resulting from scientific controlled trials and research, expert or user
consensus, evaluation, or anecdotal information.

EvidenceBased Practicef?ractices that integrate the best research evidence with clinical
expertise and patient values

PracticeBased EvidenceA range of treatment approaches and supports that are derived from,
and supportive of, the positive culture of the local society and traditions.

Best practicesMost often is used to describe guidelines or practices driven mgrdihical
wisdom, build organizations, or other consensus approaches that do not necessarily include
systematic use of available research evidence.

Promising Practice<linical practices for which there is considerable evidence or expert
consensus, whickhows promise in improving client outcomes, but which are not yet proven by
the highest or strongest scientific evidence.

EvidenceBased Practices & PractiBased EvidenceNCUIH

POLICY STATEMENCherokee Choices staff will provide quality programming to the EBCI
communities best on Promising Practices, Evidence Based Practices and/or Pasxite B
Evidence; designed by and warranted by community input; and utilized resources efficiently
and effectively.

PROCEDURE/ GUIDELINES:
Annual strategic planning will be held a minimum of once per year. All staff are required to
attend and provide input with the strategic planning process.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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Key components of the Strategic plan will include, but not be limited to:

V Review and Discussioffi Bublic Health & Human Services & Cherokee Choices Vision
and Mission

VvV Community Input review including Cherokee Choices Interest Surveys, community focus
group results, and healtrelated PHHS surveys, as well as guidance from EBCI Tribal
Leadership an®ublic Health & Human Services.

V Review and discussion of Evidence Best Practices and/or PrBetsesl Evidence based
on CDC, Indian Health Services, American Diabetic Association, and other pertinent
health recommendations for top strategic aims ideeiifi

V Review and discussion of previous outcomes from programming to identify promising
practices: What is working? What is not?

V Implementation timeline including key dates and deadlines, roles, and responsibilities of
key staff identified.

V Discussion oftakeholders/collaborators for top strategic aims identified.

Identify training/support needed for top strategic aims.

V Discussion of evaluation plan for top strategic aims using ReBatisd Accountability
(RBA) framework.

<

Authority:

Attachments: Not Applicable.
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POLICY #: DAP24 New Student Orientation Process

SUBJECT: New Student Orientation Process

PURPOSE: Outline the process new students must complete before attending a program for
clinical/field rotations.

DEFINITIONSY/A

POLICY STATEMEMIstandardized process for students requesting clinical/field rotations through
Public Health and Human Services (PHHS) programs is necessary to ensure student success while
ensuring that client information is protected at ihes.

PROCEDURE/ GUIDELIM#Siniversities and community colleges that would like to request
that a specified PHHS program host students will need to first contact the program manager as
well as the Regulatory & Compliance Department (RCD).

1 An educaibn affiliation agreement must be signed and filed in RCD between the
universities/community college and the specified PHHS program that plans to host
multiple students throughout the academic year. The education affiliation agreement
MUST be signed by tt&ecretary of PHHS and submitted to the Lead Compliance Officer
(LCO) at least 90 days prior to students attending the new student orientation.

1 After an education affiliation agreement has been signed by both parties (PHHS
Secretary and University/Communi€ollege) and filed with RCD, students may request
to be placed in a PHHS program to serve their clinical/field rotation through their
designated university program.

T ¢KS dzyAGSNEAAG&kO2YYdzyAGe O02fttS3S gAff &dzoY
the LCO. The LCO will create a student interview committee that consists of employees
within the specified program and RCD team members. Interviews with each student
individually will be conducted to ensure compatibility between the student and the
specified pogram. The students that are selected will be notified by the LCO via email.

1 Once a student has been selected for a clinical/field rotation, the LCO will email the
necessary documentation that needs to be completed and returned at least 60 days
prior to the student arriving at PHHS for new student orientation.

1 Once all required documentation has been completed and submitted to the LCO, new
student orientation will be scheduled, and the new students will be notified by email of
the date and time.

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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1 Students are to report to the PHHS Administration building at the designated date and
time. Once orientation has been completed, students will receive a tour of PHHS
Administratin buildinghat ends with their assigned program.

1 The program receiving the student will\ean assigned designee who will greet the
student once orientation and the tour are completed.

Observing studentsghort-term students All universities and community colleges that

would like to request that a specified PHHS program host students for\aigar times or

less than 60 days will need to first contact the program manager as well as the LCO.

1 Once the program manager has agreed to acstypdentsfrom the requesting
university/community college, thaniversity/community college will forward the
a0dzRSyiQa SYIFAfT YR O2y il OG AYyF2NNIGAZ2Y G2

1 Once student contact information is received, the LCO will email the necessary
documentation that needs to be completed and returned at least 14 days prior to the
student arriving at PHHS for observisgortterm student orientation.

1 Once all required documentation has been completed and submitted to the LCO, new
observing/shortterm student orientation will be scheduled, and the students will be
notified by the LCO via email of the date and time.

1 Studerts are to report to the PHHS Administration building at the designated date and
time. Once orientation has been completed, students will receive a tour of PHHS
Adminstration kuildingthat ends with their assigned program.

1 The program receiving the student will haveassigned designee who will greet the
student once orientation and the tour are completed.

AUTHORITY:

ATTACHMENTS

REFERENCES:

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version.
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